‘G ARMOURINFOSEC

Hands-On Cyber Security Training - Indore, India

/I COURSE BROCHURE - 2026

Enterprise Cybersecurity
Training Programs

Hands-on offensive security training & real-world penetration testing.

/1 Built by Hackers, for Defenders.

12 COURSES 191 MODULES 4 TI ERS 18 MONTHS

Indore, India ar nour i nf osec. com +91 99777 47168
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/'l ABOUT ARMOUR | NFOSEC

Built by Hackers, for Defenders

Armour Infosec is an offensive-security training and consulting firm based in Indore. We have spent 15+
years on the live edge of penetration testing — and we teach the same tradecraft our consulting team
uses to break enterprise networks for paying clients.

Our training philosophy is simple: you cannot defend what you cannot attack. Every course is lab-first —
students compromise real targets, escalate privileges, pivot through Active Directory, and write the
reports they will deliver on the job.

Programmes run as a unified hybrid: Online Live Instructor-Led sessions and On-Premise Classroom
training at our Sudama Nagar centre. Both modes share one curriculum, one trainer, and one
certification track.

/'l WHY CHOOSE US

Adversary-Tested. Enterprise-Ready.

5,000+ 500+

Assessments Completed Enterprise Clients Served

15+ 10,000+

Years of Industry Experience Students Trained
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/'l LEARNI NG ROADMAP

One Path: Foundation to Expert

Four tiers, 12 courses and 191 modules — take any course on its own or follow the full progression
toward the CISE expert program.

e Foundation
> Enterprise Windows Infrastructure Security

>

>

>

>

Linux Administration & Server Hardening
Secure PHP Development

Secure WordPress Administration
Python for Security Professionals

@ Core Offensive Security

>

Certified Ethical Hacking & Penetration Testing

@ Specializations
> Wireless Security & WiFi Pentesting

>

>

Active Directory Security & Enterprise Attacks
Advanced Web Application Security

API Security & Advanced Exploitation

Mobile Application Penetration Testing

AI/ML Penetration Testing

@ Capstone — CISE
> Certified Information Security Expert - all tracks unified
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/'l ROADMAP AT A GLANCE

Your Cybersecurity Roadmap

The full guided path on one page — courses branch off a central spine, colour-coded by tier, converging
on the CISE expert program.

01 Foundation

Enterprise Windows Infrastructure... Rs 10,000
[ J
BEG NNER TO ADVANCED - 14 MODULES
Linux Administration & Server Hardening Rs 10,000
[ ]
BEG NNER TO ADVANCED - 18 MODULES
Secure PHP Development Rs 5,000
[ J
BEG NNER TO | NTERVEDI ATE - 19 MODULES
Secure WordPress Administration Rs 5,000
[ ]
BEG NNER - 17 MODULES
Python for Security Professionals Rs 5,000

BEG NNER TO ADVANCED - 14 MODULES

o
02 Core Offensive Security

Certified Ethical Hacking & Penetration... Rs 25,000
[

BEG NNER TO ADVANCED - 16 MODULES
03 Specializations
Wireless Security & WiFi Pentesting Rs 10,000
[
ADVANCED - 14 MODULES
Active Directory Security & Enterprise...  Rs 10,000
[
ADVANCED - 13 MODULES
Advanced Web Application Security Rs 25,000
[ ]
ADVANCED - 17 MODULES
API Security & Advanced Exploitation Rs 10,000
[
| NTERVEDI ATE TO ADVANCED - 22 MODULES
Mobile Application Penetration Testing Rs 20,000
[
ADVANCED - 14 MODULES
AI/ML Penetration Testing Rs 20,000
[
ADVANCED - 13 MODULES

04 Capstone

/'l CI SE

Certified Information Security Expert
all 12 courses - 191 modules
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/'l COMPLETE PROGRAM BUNDLE

All 12 Courses, One Price

Enrol in the full guided path — every course from Foundation to the CISE capstone — as a single
discounted bundle. Limited-time offer, valid for 30 days.

/] ALL-1 N ONE

Enrol in all 12 courses together and save

TOTAL VALUE BUNDLE FEE YOU SAVE
Rs-1,55,000 Rs 55,000 Rs1,00,000
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/'l FULL MODULE BREAKDOWN

Every Course, Every Module

The complete syllabus for each course, grouped by tier. Each numbered chip is one module.

01 Foundation 5 courses

1. Enterprise Windows Infrastructure Security
BEG NNER TO ADVANCED - 14 MODULES

0 Networking Fundamentals > e Lab Setup and Virtualization > e Windows Server Management

e Dynamic Host Configuration Protocol (DHCP) > e Domain Name System (DNS)

@ Windows Operating System Administration > e Active Directory Domain Services (AD DS)

e Group Policy Objects (GPO) > e File Services & Distributed File System (DFS) > @ Web Server (I1S)
@ FTP Server Administration > @ Proxy Server Administration

@ Remote Access and VPN Configuration > @ Windows Server Backup, Restore & Recovery

2. Linux Administration & Server Hardening
BEG NNER TO ADVANCED - 18 MODULES

0 Introduction to Linux > o Linux Basic Commands > e Text Editors

e String Processing & Finding Files > e Users, Groups & Permissions > 6 Package Management
File System & Disk Management > e Network Configuration & Controlling Services
Security, Process Management & Monitoring > @ Dynamic Host Configuration Protocol (DHCP)

@ Domain Name System (DNS) > @ Apache Web Server > @ FTP Server (VSFTPD)
@ Samba/SMB/CIFS Server > @ NFS Server > @ Telnet & Remote Desktop Server

Proxy Server > @ TETP & PXE Boot Server
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3. Secure PHP Development
BEG NNER TO | NTERVEDI ATE - 19 MODULES

0 Introduction to PHP > e First Steps in PHP > o Variables & Data Types

e Arrays & Associative Arrays > e Control Structures > e Loops & lterations

0 User-Defined Functions > e Scope & Global Variables > g Debugging & Error Handling
@ Building Dynamic Web Pages > @ Working with Forms & Validation > @ Cookies & Sessions
@ MySQL Fundamentals > @ CRUD Operations > @ PHP & MySQL Integration

@ SQL Injection Prevention > @ Prepared Statements > @ File & Directory Handling

@ Secure PHP Development Practices

4. Secure WordPress Administration
BEG NNER - 17 MODULES

0 Introduction to WordPress > e WordPress Installation > e WordPress Dashboard Management
e User Roles & Permissions > e WordPress Settings Configuration > e Media Management

e Posts & Pages Management > e Categories & Tags > e Plugin Installation & Management

@ Theme Customization > @ CSS Customization > @ Website Homepage Setup

@ Content Management > @ Comments Management > @ User Management

@ WordPress Security Best Practices > Q Website Maintenance & Administration

5. Python for Security Professionals
BEG NNER TO ADVANCED - 14 MODULES

° Python Environment Setup > e Python Objects & Data Structure Basics
e Python Comparison Operators > o Python Statements & Control Flow > e Methods & Functions
e Object-Oriented Programming (OOP) > o Input/Output File Handling > e Error & Exception Handling

e Modules & Packages > @ Built-in Functions > @ Advanced Python Modules

@ Advanced Python Data Structures > @ Python Automation for Security > @ Security Tool Development
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02 Core Offensive Security 1 course

Certified Ethical Hacking & Penetration Testing
BEG NNER TO ADVANCED - 16 MODULES

0 Kali Linux Fundamentals > e Introduction to Penetration Testing & Ethical Hacking

e Footprinting & Reconnaissance > e Scanning Networks > e Proxies, VPNs & Tor

e Tunneling Techniques > e Enumeration > e System Hacking & Malware Threats

e Privilege Escalation > @ Buffer Overflow > @ Advanced Exploitation & Metasploit Framework
@ Evading IDS, Firewalls & Honeypots > @ Sniffing & MITM Attacks > @ Social Engineering

@ Denial of Service (DoS/DDoS) > @ Cryptography
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03 Specializations 6 courses

1. Wireless Security & WiFi Pentesting
ADVANCED - 14 MODULES

o Introduction to Wireless Networks > e Wireless Encryption & Authentication

e Wireless Network Cards in Linux > o Wireless Security Measures & Bypass

° Wireless Reconnaissance & Traffic Analysis > e Wireless Denial-of-Service Attacks

0 Wireless MITM & Rogue Access Points > e WEP Cracking Techniques

e Chop-Chop & Packet Replay Attacks > @ Caffe Latte Attack > @ WPA/WPA?2 Cracking

@ Cowpatty & Hash Table Attacks > @ Advanced WPA/TKIP Attacks

@ Enterprise Wireless Security & Reporting

2. Active Directory Security & Enterprise Attacks
ADVANCED - 13 MODULES

0 LDAP Enumeration > e Kerberos Authentication > e Kerberoasting Attacks
e Pass-the-Ticket (PtT) > e AS-REP Roasting > e Manual Enumeration

e Password Attacks & Credential Dumping > e Pass-the-Hash (PtH)

e LLMNR Poisoning & SMB Relay Attacks > @ Active Directory Offensive Security Tools
@ Active Directory Privilege Escalation > @ Enterprise Lateral Movement & Persistence
@ Active Directory Hardening & Reporting

3. Advanced Web Application Security
ADVANCED - 17 MODULES

0 Web Server Concepts > e Web Server Hardening & Security

e Web Server Enumeration & Misconfigurations > e Web Application Security Tools

e Web Application Concepts & Architecture > e Web Application Security Fundamentals

e Web Application Testing Methodology > e Injection Attacks > e Authentication & Session Attacks
@ Cross-Site Scripting (XSS) > @ Security Misconfiguration > @ Sensitive Data Exposure

@ File Inclusion & Path Traversal > @ SSRF & XXE Attacks > @ Access Control & IDOR

@ Advanced Web Exploitation Techniques > Q Additional Web Attack Vectors
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4. API Security & Advanced Exploitation
| NTERMVEDI ATE TO ADVANCED - 22 MODULES

0 Introduction to API Penetration Testing > e Lab Setup & Testing Environment > e SOAP API Security
o REST APl Security > e GraphQL API Security > @ API| Reconnaissance

Endpoint Analysis & Discovery > e JWT Vulnerabilities & Exploits > e API Injection Attacks

Broken Object Level Authorization (BOLA) > @ Broken Authentication > @ Exploiting API Authorization
Broken Object Property Level Authorization (BOPLA) > @ Broken Function Level Authorization (BFLA)

Rate Limiting & Resource Consumption > @ Business Logic & Sensitive Flows

Server-Side Request Forgery (SSRF) > @ Security Misconfiguration

Improper Inventory & Asset Management > @ Unsafe Consumption of APIs

GraphQL-Specific Attacks > @ Reporting & Remediation

5. Mobile Application Penetration Testing
ADVANCED - 14 MODULES

0 Mobile Security Landscape & Threat Modeling > e Android Platform Internals
e iOS Platform Internals > e Lab Setup: Devices, Emulators & Tooling > e Android Static Analysis
e iOS Static Analysis > e Dynamic Analysis & Runtime Instrumentation

e Root & Jailbreak Detection Bypass > e Certificate Pinning Bypass > @ Insecure Data Storage
[

IPC & Component Vulnerabilities > @ Runtime Manipulation & Tampering

@ Mobile Backend API Testing > @ Reporting & OWASP MASVS Verification

6. AI/ML Penetration Testing
ADVANCED - 13 MODULES

0 Al/ML Security Landscape & Threat Modeling > e MITRE ATLAS & NIST Al RMF

e LLM Prompt Injection > o Jailbreaks & Guardrail Bypass > e RAG Pipeline Attacks
e MCP & Agentic System Abuse > a Adversarial Examples for ML Classifiers

e Training-Data Poisoning & Backdoors > e Model Extraction & Model Inversion

@ ML Supply Chain Attacks > @ LLM Application Security Testing > @ Tooling Deep Dive

@ Reporting, Governance & Al Red Team Operations
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04 Capstone the complete program

Certified Information Security Expert
18 MONTHS - ALL TRACKS - 4 MODULES

c All Foundation tracks > e Core Offensive Security > o All Specialization tracks

e Capstone Project & Final Exam
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/'l HACKER' S ARSENAL

Tools You'll Master

Industry-standard offensive tools — learned from the ground up, not just clicked through.

/| OFFENSI VE SECURI TY

> Nmap > Metasploit > Wireshark > Aircrack-ng
> Hydra > sglmap > ffuf > Gobuster
> Responder > Impacket > BloodHound > Mimikatz
> John the Ripper > Hashcat

/'l WEB & APl TESTI NG
> Burp Suite > Postman > OWASP ZAP > JWT Toolkit
> Dirsearch

/| DEVELOPMENT & AUTOMATI ON
> Python > Bash > PowerShell > Git
> Docker

// CLOUD / DEVOPS / ENTERPRI SE
> Active Directory > Linux Servers > Windows Server > VMware
> Kali Linux
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/'l TRAI NI NG MODES

One Programme. Two Modes. Same Result.

Choose the format that fits your schedule — both modes share one curriculum, one trainer, and one
certification track.

> Online Live Instructor-Led > On-Premise Classroom
Real-time, interactive sessions delivered by In-person training at our Sudama Nagar centre.
Indore-based trainers. Live labs, recordings, Dedicated lab benches, peer collaboration, and
and dedicated support during each batch walk-in mentor hours after every class.
window.

[x]  weekend + Weekday Batches — pick the cadence that fits your job or studies
[x]  Hands-on Labs Included — dedicated VMs, intentionally vulnerable targets, isolated lab networks

[X]  Placement Assistance — resume reviews, interview prep, referrals to hiring partners

/'l CERTI FI CATI ONS & SKI LL TRACKS

Industry-Recognised Outcomes

OSCP+ CEH Practi cal Practi cal Enterprise Attack
Pent esti ng Sim

Course content prepares students for offensive-security certifications and the practical skills employers
expect — penetration testing tradecraft, enterprise attack simulation, and clear executive reporting.
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/'l GET I N TOUCH

Start Your Cybersecurity Journey

Reach out for enrolment, batch schedule, lab access, or corporate training proposals.

PHONE +91 99777 47168

WHATSAPP +91 99777 47168

EMAI L info@armourinfosec.com

VEEBSI TE https://www.armourinfosec.com

ADDRESS 674, Sudama Dwar, Narendra Tiwari Marg, Sudama Nagar, Indore, Madhya

Pradesh 452009

SCAN TO VI EW THE COURSE CATALOGUE
/1 Built by Hackers, for Defenders.
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